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K MPUKa3y

MOY «OOII Ne4 r. Katas-lIBanoBcka»
oT 28.06.2018 Ne 41/1

HNucTpykuus

aIMUHHCTPaTOPAa 6€30MacHOCTH HHPOPMALMOHHBIX CUCTEM MEPCOHATBHBIX
JAaHHBIX

1. OBHIME ITOJIOKEHUA

1.1. Hacrosmuii J0KyMEHT pa3pabOTaH B COOTBETCTBUM C HOPMATHBHBIMU
JOKyMEHTaMU 10 0e30MacHOCTH UWHMOpPMAllUM U OMpEACNseT TMOPSI0K OOeCTeUeHHs
O6e3omacHOCTH HWHGOPMAIIMU TPU TPOBEJACHUU PAOOT aJAMHUHUCTPATOPOM OE30MaCHOCTH
(mamee — AB) B mH(MOpPMAIMOHHBIX CHCTEMax MEpPCOHAIBbHBIX HaHHBIX (nanee — MCIIJIH)
MOY «OOIII Ne4 r.Kara-MBaHoBckay» (j1anee — YupexxaeHue).

1.2. Cybowekramu noctyna k pecypcam MCII[In sBasitorcs monb3oBarenu, Ab u
oOCITyXKUBarOIUK MepcoHan (pabOTHHUKH, OCYIIECTBIIAIONINE TEXHUYECKOE O0O0CITyKUBaHHE,
PEMOHT), B COOTBETCTBUHU C YTBEPKJACHHBIM ITEPEUHEM.

1.3. OGpabateiBaemass B HWCII[H wuHpopMamuss OTHOCHUTCS K CBEICHUSM,
COCTaBJIAIOIINM MI€PCOHANbHBIE NaHHbIe (Hanee — [1/1H).

1.4. MamuHHbBIE HOCUTENH C 3aluiaeMoi nHpopmareit uMeroT noMmeTky «I1JH».

1.5. Ab HazHauaercs Ilpuxazom PykoBoautens VYupexaeHus ¢ MOJy4aer
HEOTpaHWYEHHBIE TpaBa Ha Joctyn Kk pecypcam UCII/IH.

1.6. ABb ocymectBisger oOiiee pPyKOBOJICTBO M KOHTPOJIb 3a oOOecredyeHueM
6e3omacHocTd uHGopManuu npu padore monwszoBareneit MCIIIn u ob6cmyxuBaroiero
NEpCOHAIA.

1.7. Metonudyeckoe PyKOBOJACTBO MO HHGOPMAIMOHHOW O€30MmacHOCTH OOBEKTOB
uHpopmaTuzaium ocymectsiser Ab.

1.8. Ab numeeT npaBo BHOCUTH MPEIOKEHUS 110 UBMEHEHUIO U JOMOJHEHUIO TaHHOU
WNuctpykuun, a takke «MHCTpYKIUU mosib3oBatTeis...» U « MHCTpyKInu 06CTyKUBAIOIIETO
MIEPCOHAA. ...

1.9. W3meHeHHss U [ONOJHEHUS K JaHHOW WHCTpyKIMM YTBEpKIAlOTCS B
YCTaHOBJIEHHOM IOPSJIKE.

1.10. IIpaBo TOJIKOBaHMS IIOJOKEHUM HAcTosmed WMHCTpykuMM BoO3jlaraercs Ha

PyxoBoaurens YupexaeHus.
2. TEPMUHBI 1 OIIPEJAEJIEHUSA

2.1. Toctyn k nH¢opManuu — BO3SMOXHOCTh MOJTYYeHUS HH(GOPMAIMH U €€ HCIIOIb30Ba-
HUSL.
2.2. 3amura wuHpopMaAnMM — JEATEIBHOCTH IO MPENOTBPAILECHUIO YTEUKH

uHbOpMAIMM,  HECAaHKIMOHUPOBAaHHBIX W  HEMpeIHAMEPEeHHBIX  BO3JACHCTBHI  Ha



nH(OpPMAIMIO, TO €CTh TPOIECC, HAMpPaBJICHHBIA Ha JOCTW)KCHHE WH()OPMAIIMOHHON
0€30I1aCHOCTH.

2.3. Undopmanms — cBeneHus (CooOIIeH s, TaHHbIE) HE3aBUCUMO OT (POPMBI UX TIPEI-
CTaBJICHMUSI.

2.4. UadopmanmonHas cucreMa nepcoHaabHbIX AaHHbBIX (MCIIJH) — cCOBOKYNHOCTH
coaepxamnuxcsi B 0a3ax JaHHBIX MEPCOHATBHBIX JAaHHBIX W OOECIEUMBAIOIIUX HX 00pabOTKYy
MH(OPMALIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX CPEICTB.

2.5. HecaHKUMOHMPOBAaHHBIA [JOCTYNl — JIOCTYIl K HH(pOpMalUHU, XpaHsALIEHCs Ha
Pa3IMYHBIX TUMAX HOcHUTeNed (OyMa)KHbIX, MAarHUTHBIX, ONTUYECKUX U T. A.) B KOMIIbIOTEPHBIX
0a3ax JaHHBIX, (alJOBBIX XpPAHWIMILAX, APXUBAX, CEKPETHBIX YACTAX M T. JA. Pa3IMUHBIX
OpraHu3anuil MyTeM W3MeHEeHHs (MOBbIIeHUS, (paabcuuKali) CBOUX MpaB JOCTyIa.

2.6. Hocurens unpopmanum — 100011 MaTepuaabHbIi 0OBEKT WIH Cpefia, UCTIONb3yEeMbIi
JUIS XpaHEHUsI UK Tiepeladl HHPOpMaIuu.

2.7. OOpaboTka mNepcOHAJBbHBIX JAaHHBIX — JII000e JeidcTBUEe (omepanus) WIN
COBOKYITHOCTh JCMCTBHI (Onepalinii), COBepuIaeMbIX C UCTIOIb30BAHUEM CPEJICTB aBTOMATU3ALIUU
Wi 0e3 MCHOJIb30BaHMs TAKUX CPEJICTB C MEPCOHAIbHBIMU JaHHBIMH, BKJItOYas cOOp, 3amuch,
CUCTeMaTH3alMI0, HAKOIUICHWEe, XpaHEeHUe, yTouHeHHe (OOHOBJIEHUE, U3MEHEHHE), U3BIICUCHUE,
UCIONb30BaHKE, Iepenady (pacnpocTpaHeHHEe, NPeAOoCTaBIE€HUE, JOCTYI), 00e3IUYMBaHUE,
OJIOKMpOBaHME, yJIAJIEHUE, YHUUTOKEHUE IEPCOHAIBHBIX JAHHBIX.

2.8. IlepcoHasibHbBIe AaHHBIe — Jr00as MHGpOpMAIMs, OTHOCAIIAACA K HPSAMO WM
KOCBEHHO OIIPE/IEJICHHOMY WIN OINIpeesieMoOMy (PU3HUECKOMY JIMLLY.

2.9. CpeacrBo 3amuTbl HMHpOpMAIMH — TEXHUYECKOE, IPOrpaMMHOE CpPEICTBO,
BEIIECTBO U (WJIN) MaTepHall, MpeHa3HaYeHHbIE UM UCII0JIb3yEeMble /IS 3aIUThl HH(OPMAIIH.

2.10.YHMYTOKEHHE TEPCOHATBbHBIX [JAaHHBIX — JEHCTBHA, B pe3ylbTare KOTOPBIX
CTAaHOBUTCSI  HEBO3MOJKHBIM  BOCCTAHOBHUTH  COJEpP)KAHUE  IEPCOHAIBbHBIX  JAHHBIX B
MHPOPMALIMOHHOM CHCTEME TEepCOHAJbHBIX JaHHBIX W (MJIM) B pe3yabTare KOTOPBIX

YHHUYTOXAOTCA MAaTCPHAJIbHBIC HOCUTCIIN IICPCOHAJIbHBIX JTadHHBIX.

3. TPEBOBAHMUS K Ab

3.1. Ab o00s3aH 3HAaThb W BBHINOJIHATH TPEOOBAHUSA JCUCTBYIOIIUX HOPMATHUBHBIX U
PYKOBOISAIIMX JOKYMEHTOB, a TaKX€ BHYTPEHHUX HHCTPYKIMM U  PaCHOPSIKEHU,
pErlaMEeHTUPYIOLIUX MOPSAOK JEHCTBUHN 1O 3aIuTe HH(DOPMAIIHH.

3.2. Ab, He O03HaKOMJIEHHBIA C JaHHOW WHCTpyKIueW, a Takke ¢ M3MEHEHUSIMU |
JIOTIOJTHEHUSIMH K Hell, Kk pabote ¢ pecypcamu UCII/IH He momyckaercs.

3.3. ABb ocymecTBiseT yd4eT ChEMHBIX MAIMHHBIX HOCUTENeW WHGOpMalUU, WX
YHUUYTOXXEHUE, TMO0 KOHTPOJIb MPOIIETYPhl X YHUUTOKCHHUS.

3.4. Ab 00s3aH HEMEIUICHHO pPearupoBaTh Ha COOOIIEHUS TOJIb30BaTENel O JIFOOBIX HEUC-
MPaBHOCTAX B pabOTE€ OCHOBHBIX M BCHOMOraTelbHBIX cpeacTtB u cucrem (manee — OTCC u
BTCC), C3U, cucteMHOT0 U MpUKIIaHOTO TporpammHoro obecneuenus (nanee — [10) UCIIH.

3.5. Ab 00s3aH HEMEJJICHHO CTaBUTh B M3BECTHOCTh OTBETCTBEHHOTO 3a oOOecriedeHue
0€30MMacHOCTH TEPCOHANBHBIX JAHHBIX YUpEKACHHUS 000 BCEX HEUCIPABHOCTSX allapaTHO-
nporpaMMHbIX cpeacts UCII/IH.



3.6. AbB 00s13aH cTaBUTH B U3BECTHOCTH OTBETCTBECHHOI'O 32 0OecIIeueHne 0e30IMacHOCTH
MNEPCOHAIBHBIX TAHHBIX quemeHI/m ) H€O6XOI[I/IMOCTI/I MMPOBCACHUA pa60T o aAMUHUCTPUPO-

Banuto C3U.

3.7. Ab umeer mpaBo IMPOBOJIUTH BHEIJIAHOBBIE MPOBEpPKU pabotocmnocodHocT C3U 1
COOIOZICHHSI TTOJIb30BATEISIMU TEXHOJIOTUN 00pa0OTKU NEPCOHANBHBIX TAHHBIX.

3.8. Ab paszpaOaTbIBaeT IUIaHBI MEPOIPHUATUI MO aJIMUHUCTPUPOBAHUIO U TEXHUUYECKOMY
00CITyKMBaHUIO anmapaTHbIX U nporpamMmubix cpencts UCIIAn YupexaeHus.

3.9. Ab 0043aH B cilydyae OTKa3a TEXHUYECKUX CPEJCTB WM MPOrPAMMHOI0 oOecreyeHus
anementoB MWCII[AH, B Tom umcne C3U, npuHuMare Mepbl IO HX CBOEBPEMEHHOMY
BOCCTAHOBJICHHIO U BBISIBJIEHUIO IPUYUH, TPUBEALINX K OTKa3y paboTOCIIOCOOHOCTH.

3.10. Ab umeer npaBo TpeOOBaTh MPEKpalleHUs: 00paOOTKH MEPCOHANBHBIX JaHHBIX, KaK B
LIEJIOM, TaK U JJIs OTAEJIBbHBIX MOJIb30BATENIEH, B CIIy4ae BBISBICHHS HAPYLICHUI YCTaHOBICHHOIO
nopsiika padbot wuiau HapymeHnus pyakunonupoBanust UCITJIH unu cpeacTB 3aliuThl.

3.11. Ab mnpucyTcTBYeT MNpH BBIOJHEHUH TEXHUYECKOIO OOCIYyXHBAaHUS 3JIEMEHTOB
NCIIIH CTOpOHHUMM CHEUATUCTaMU Ha TEPPUTOPUH Y UPEXKICHHUS.

3.12. Ab ocymectBisieT pa3OupaTelbcTBa W COCTABJICHHE 3aKIIOUeHUH 10 (akTam
HecOOJI0/ICHUS] YCJIOBUM XpaHEHUsI HOCUTENEHW NEepCOHANbHBIX IaHHBIX, HapyLICHUS MpaBUI
paboThl ¢ TexHUYecKUMH U nporpammubiMu cpeactBamu UCIT/IH, B Tom uucne ¢ C3U, unu no
OPYTUM HapylUIeHUsIM, KOTOPbI€ MOIYT MPUBECTH K CHUXEHUIO YPOBHS 3alllMILEHHOCTU
NIEPCOHAIIbHBIX JAHHBIX.

3.13. B xoxae ynpanenus (aaMuHUCTpHpoBaHus) cucteMor 3amutel UCII[Ia Ab 06s3an
OCYILECTBIISTH:

3.13.1. 3aBeneHHME M YAAJCHHE YUYETHBIX 3alUCed MOJb30BaTENeil, yIpaBICHUE
nosHoMouusiMu nionb3oBarened MCII/IH m monnep:kaHue mpaBuil pa3srpaHUYEHHUs JIOCTyNHa B
NCIIdH;

3.13.2. co3naHue, MPUCBOCHHE U YHUUYTOXKEHHWE HJEHTU(PUKATOPOB IOJB30BaTENCH U
YCTPOMCTB, OJJTHO3HAYHO UX UACHTUDUIIUPYIOIINX;

3.13.3. ynpasnenne C3U B UCII/IH, B TOM 4mcCIie MapaMeTpaMHi HACTPOUKHU MTPOrPaMMHOIO
obecrnieueHust, BKJIOYas mporpammHoe obOecneuenne C3U, ympaBiieHHE YYETHBIMHU 3allUCIMU
MoJib30BaTeNeld, BoccTaHOBJIeHHE pabortocrocobHoct C3U, reHepanuioo, CMEHy W
BOCCTAHOBJICHHE MapOJIei;

3.13.4. u3MeHeHue ayTeHTHU(PUKAMOHHOW uHPOpMAIMU (CPEICTB ayTEeHTU(DUKAIIIH),
33JJaHHOM WX NPOU3BOJIUTENSIMM W (WMJIM) UCHOJIB3YEMOM NPH BHEAPEHUHM CHUCTEMBI 3alUTHI
unpopmarmu UCIIH;

3.13.5. ycTaHOBKY OOHOBIIEHUN NPOTPAaMMHOTO OOECHEYEHHMsI, BKIOYAsl MPOTPaMMHOE
obecnieuenne C3U, Beimyckaembix pazpaborunkamu (mpoumsBoautensiMu) C3U unum mo ux
[IOPYYECHUIO;

3.13.6. meHTpaIM30BaHHOE yIpaBieHue cuctemoil 3ammuTsl uHpopmanuu WCII/Ix (npu
HEOOXOIUMOCTH);

3.13.7. peructpanuio u ananu3 coobrtuii B UCII/IH, cBsi3aHHBIX ¢ 3a1UTO# nH(OpMaIuy;

3.13.8. mHpOpMUpOBaHHE MOJIb30BaTENEH 00 yrpo3ax 6e30macHocTd HH(OPMAIUH, O



IpaBuiIax 3KcIuryarauuu cuctemsl 3amuThl nHGopmanuu UCII/H n otaensubix C3U, a taxke
uX 00y4YEeHHE;

3.13.9. conpoBoxeHue QYHKIMOHUPOBAaHUS cucTeMbl 3amuThl nHpopmaruu UCIIIH B
XO0JIE €€ dKCIUTyaTalluM, BKI0Yas KOPPEKTHUPOBKY SKCIUTyaTAalMOHHOM NOKYMEHTAllUU Ha HEEe U
OpraHU3alMOHHO-PACTIOPSIAUTENBHBIX JOKYMEHTOB M0 3alIUTE HH(pOpMALIHH.

3.14. B xo/1€ BbIsIBJIEHUSI MHIUACHTOB U pearupoBanus Ha HUX Ab 00s3aH OCyIEeCTBIATS:

3.14.1. obOHapykeHHE W HACHTU(DUKAIUIO WHUUICHTOB, B TOM YHCJIE OTKa30B B 00-
CIIy>KMBaHUU, cOO€B (TIepe3arpy3ok) B paboTe TEeXHUUYECKHX CPEJCTB, MPOTPAMMHOI0 obecreue-
Hus u C3U, HapyuieHuil mpaBuil pa3rpaHUYEeHUs JOCTYIa, HEIPABOMEPHBIX IEHCTBUI MO cOOpY
nH(pOpMaLMK, BHEAPEHUIN BPETOHOCHBIX KOMITBIOTEPHBIX MPOrpaMM (BUPYCOB) U MHBIX COOBITHIA,
MPUBOJAAIIMX K BOBHUKHOBEHUIO UHIIUJIEHTOB;

3.14.2. cBoeBpeMeHHOE€ HWH(GOPMUPOBAHUE JIUI, OTBETCTBEHHBIX 3a BBISBIICHUE
MHIUCHTOB U pearnpoBaHue Ha HUX, O BOZHUKHOBeHUH UHLKUAeHTOB B MCII/IH;

3.14.3. aHanu3 WHIMUJEHTOB, B TOM UYHCJE OIpeAeeHUE HUCTOYHUKOB M TNPUYHUH
BO3HUKHOBEHHS MHIIMICHTOB, a TAKXKe OLIEHKA UX MOCJEICTBHIA;

3.14.4. nnaHUPOBAHHUE U TMPUHATHE MEp MO YCTPAaHEHUI0 MHIUACHTOB, B TOM YHCIE MO
BocctaHoBieHnto MCII/IH 1 ee cerMeHTOB B cllydyae OTKa3za B OOCITYXMBAaHUU WIH Tociie cOoeB,
YCTPAHEHUIO TIOCJIECJICTBUII HApyIIEHUs MPaBWI pPA3rPAHUYECHUS JIOCTyNa, HENPaBOMEPHBIX
necTBuil mo cOopy uH}oOpMaluu, BHEIPEHHS BPEIOHOCHBIX KOMIIBIOTEPHBIX MPOrpaMM
(BUPYCOB) M UHBIX COOBITUH, MPUBOSAIINX K BOBHUKHOBEHHUIO UHIIU/IEHTOB;

3.14.5. nnaHUpPOBaHUE U MPUHATHE MEP MO MPEAOTBPALLIEHUIO IOBTOPHOTO BO3HUKHOBEHUS
WHLNJICHTOB.

3.15. B xonae kOoHTpois (MOHUTOpWHIA) 3a OOECHEUYEHHWEM YPOBHS 3allMIIEHHOCTH
uHdopmaruu, coaepxkanieiicsa B UCII/IH, Ab 00s3aH oCyIeCTBIISTh:

3.15.1. aHanu3 W OLEHKY (PYHKUMOHUPOBaHUS cucTeMbl 3amuThl uHpopMmaruu UCIT/H,
BKJIOYasl BBISIBIICHWE, aHAJIW3 M YCTPAHEHHE HEIOCTaTKOB B (DYHKIIMOHUPOBAHMHM CHUCTEMBI
samuthl nHGopmanuu UCI/IH;

3.15.2. mpoBepky pabOTOCIOCOOHOCTH ¥ TMapaMeTpPOB HACTPOWKH MPOTPaAMMHOTO
obecnieuenust, anmapaTHbeix U nporpammubix C3U UCTI/IH;

3.15.3. mpoBepKy cocTaBa TEXHHUUECKUX CPENICTB, IporpaMMHOro odecnieuenust u C3U;

3.15.4. KOHTPOJb WEIOCTHOCTH TIeyaTedl (IIoMO, HaKJIeeK) TEXHUYECKUX CPEJCTB,
UCTIOJIb3yEMBbIX JJIs1 00paOOTKH MEPCOHABHBIX JAHHBIX;

3.15.5. exxeHeIeIbHOE OTCICKUBAHUE TIOSIBIICHHUST HOBBIX BUAOB ys3BuMocteit [10 UCIT/IH.
ITo HeoOxomumocTn ADB TPOM3BOIUT YCTpAaHEHHE YSA3BUMOCTEH COIVIACHO PEKOMEHIAIUSIM
pazpaboTurMka, B TOM YHCJE IyTE€M YCTAaHOBKM OOHOBJICHHN MPOTPAMMHOTO OOECICUCHHUS
CPENICTB 3alUThl MH(OpPMAINK, OOIMIECHCTEMHOTO MPOTPaMMHOTO oOecreyeHus!, MPUKIaJIHOTO
MPOrpaMMHOT0 00eCreueHus] WM MUKPOIPOTPAMMHOTO OOeCrieueHHs] TEXHUYECKUX CpelncTB. B
KayecTBe  HMCTOYHMKOB  HMHpOpManmuu 00  YyA3BUMOCTAX  JOJDKHBI  HCIIOJNB30BATHCS
OIyOJMKOBAaHHbBIE JAaHHBIE Pa3pa0OTUYMKOB CPEICTB 3alIUTHl MH(POPMALWHU, OOIIECHCTEMHOTO,

MPUKIIAHOTO 1 CIICIHIUAIIBHOT'O IMPOTrpaMMHOTO O6€CHC‘-I€HI/I$I, TCXHHUYCCKUX



CPEJICTB, a TaKXe JApyrue 0a3pl JaHHBIX YA3BUMOCTEN;

3.15.6. nepuoauUecKil aHaIu3 U3MeHeHus1 yrpo3 6ezonacHoctu uHpopmauuu B UCII/IH,
BO3HUKAIOIIMX B XOJ€ €€ ASKCIUTyaTallud, W MPHUHIATHE MEp 3alluThl MHQOpMALMU B Ciydae
BO3HMKHOBEHMS HOBBIX YIp03 0€30MacHOCTH MH(POPMALIUK;

3.15.7. KOHTPOJIb 32 COOBITUAMH O€30MACHOCTH U AeUCTBUAMH HoJib3oBaTeneit B UCIIIH.
B uwactHoctH, ADbB 00s3aH OCYIIECTBIATH TMOCTOSHHBIA KOHTPOJb 3a BBINOJHEHUEM
M0JIb30BATENIIMU YCTAHOBJIEHHOTO KOMIUIEKCA MEPONPUITHI MO oOecrnedyeHuio 0e30MacHOCTH
uH(popmMaLny;

3.15.8. KOHTpOJH (aHANMK3) 3alUIIIEHHOCTH uHbopMaluu, coaepxariieiics B UCII/IH;

3.15.9. TOKYMEHTHpOBaHHUE MPOLEAYDP U PE3YJIHTATOB KOHTPOJIS (MOHUTOPUHTA) 3a
obecreueHreM YpOBHs 3allUIIEHHOCTH HHpopmatiuu, coaepxarieiics B UCI/IH;

3.15.10. mpuHATHE pElICHUs 110 pe3yibTaTaM KOHTPOJs (MOHUTOpPUHIA) 3a 0OecreyeHueM
YPOBHS 3alllMIICHHOCTH HHGpOpMaMu O JA0padoTke (MOJEpHU3AIMH) CUCTEMBI 3alUTHI
nnpopmanuun UCII[H, moBTtopHO# arrectammu WCII[H unu mpoBeneHUHM AOMOTHUTEIBHBIX

ATTECTAllMOHHBIX WCHBITAaHUM.

4. JOCTVYII K PECYPCAM UCIIIH

4.1. O6s3aTenbHBIMU YCIOBUSAMHU MOTy4YeHUs noctymna K pecypcam UCIIIn Ab saBnstoT-
csl:

— TIpaBO JOCTyIa B IOMEUIEHUE;

— HaJM4YME JI0IyCKa K NEPCOHAJIbHBIM JaHHBIM;

- mpaBo pocryna k UCII/IH;

- 3HaHHWe TexHojoruu obpabotrku mHpopmanum B MCII/IH ¢ yuerom TpeGoBaHMiA
nH(OpPMaIMOHHON O€30TTaCHOCTH.

4.2. Uneatudukamus Ab 8 UCIIIH ocyiecTBaseTcs 0 YHUKATbHOMY HMEHU U
NEpCOHANTBHOMY HACHTU(DUKATOPY (TP €TO0 HATTUYHH).

4.3. Inuna naponsi Ab u Bcex nonbp3oBareseil — He MeHee 6 OYKBEHHO-IIU(PPOBBIX
CHUMBOJIOB.

4.4, YHUKAJIbHOE UMS, IEPCOHANBHBIA UACHTH(PUKATOP (TpU €ro HaNu4uK) U napoib Ab
MOJIy4aeT B YCTaHOBJICHHOM mopsiike. Ab 00s3aH MX MOMHUTH U HE JIOMYCKAaTh PACKPBITHS, HE
JIOITYCKAeTCs 3aIUCh HAa KaKUX-JIMOO HOCUTENSX B IEsIX HarmoMuHaHus. Bo BpeMst BBoJa mapois
Ha KJIaBUAType JOJKHA OBITh UCKIIIOYEHA BO3MOXKHOCTH €0 MPOCMOTpa Apyrumu nuiamu. He
JIONyCKaeTcss OcCTaBjieHue Oe3 mpucMoTpa M THepedada JpyrMM JIMLAM  TE€PCOHAIBHOIO
uaeHTuuKaTopa (Ipu ero HaJIU4uu).

4.5. Ilpu yrepe miau NMOAO3PEHUM HA YTEUYKY CBOETO MMEHM, Iapojisi WIN IEPCOHAIBHOIO
uaeHtuukaropa Ab nomkeH HEMEJIEHHO W3MEHUTh CBOUM HACHTU(UKALMOHHBIC JTaHHBIC U
MIPOKOHTPOJIMPOBATH BO3MOKHBIE U3MEHEHMS B HacTpoiikax C3U.

4.6. Peructpanus noaps3oBarens ocyuectsisiercss Ab B coorBeTcTBum ¢ « MHCTpyKLIMen no
OpraHu3alUy IApOJIbHOM 3allUTB» W COCTOMT B OIPEIACICHUHM HMMEHH PEruCTPUPYyEMOTO

MOJIb30BATENIs, IPUCBOCHUH €My MEPCOHAIBHOTO WACHTH(UKAaTOpa (TIPU €ro HAJIHMYUH) U



Ha3HAYEHUU NapoJIsl.

4.7. Ilpm 3aBecHMM HOBOM Y4YE€THOM 3anucu, ADb 1OmKEeH NpoBEpUTH JIMYHOCTH
TI0JIB30BATENIS U €ro TPYAOBbIE O0S3aHHOCTH.

48. IlepecMoTp u, TmpuU HEOOXOAUMOCTH, KOPPEKTUPOBKA YYETHBIX 3amucen
MoJib30BatTelnel npou3BoauTcs Ab He pexke 0JHOTO pa3a B 6 MecsIeB U 10 MEPe HEOOXOTUMOCTH.

4.9. TlpemocraBiieHHE TMOJB30BATENAM TMpaB Joctyna kK oObektam goctyma WCII/Ix
JIOJKHO OCYIIECTBIISITHCS HA OCHOBAHUU 33Jay, PEIIAEMbIX MOJIb30BATESIMHU.

4.10. Ab He uMeer mpaBa TpeOOBATH Yy MOJb30BATENIEH PACKPBITUSA MX MapoJiel, a TakkKe
nepenayn eMy MepCoHaJbHBIX UACHTUPUKATOPOB (MPU UX HATMYHUH), KPOME Clydas WU3MEHEHHUS
UICHTU(DUKAIIMOHHBIX TaHHBIX.

4.11. Ab umeer npaBo TpeOOBaTh y MOJIb30BATENS U3MEHEHMS €ro MapoJjs, HO HE UMEeT
IpaBa CaMOCTOSTENLHO U3MEHATH €r0 MapoJib.
5. HOPAAOK PABOTHI Ab C PECYPCAMMU UCITTH

Huxe npuBoauTcs nepeyeHs padot, npousBoauMbix Ab ¢ pecypcamu UCII/IH.

5.1. IIpoBepka padoTOCIIOCOOHOCTH M HACTPOIKA CHCTEMBI JOCTYNA K pecypcam
NCI/In

Ab nprcBanBaeT Moib30BaTeNIM UACHTU(UKAMOHHBIE faHHbIe K pecypcam UCITIn. [Tpu
ATOM JIOJIKHBI BBITIOJHATHCA CIEAYIOLIUE TPeOOBaHUS:

- AD omnpeaensieT noJUTUKY U3MEHEHUS YUYETHBIX JJAaHHBIX I10JIb30BaTEIEH U
HNEPUOANYECKH KOHTPOJIUPYET €€ COONI0ACHHUE;

- Ab coo0miaer noib30BaTENIO €r0 YHUKAIBHOE UMS ¥ TIPEIOCTABIIET BOBMOKHOCTD
3aJ1aTh MapoJb, ajee KOJUPYyeT NepcoHaANbHbIA HACHTUPUKATOP (IIPU €r0 HATUIHH)
MI0JI30BATEIIS;

— W3MEHEHHUE YUeTHBIX JaHHBIX MOJIb30BaTeNsl mpou3BoauTcs Ab o TpeGoBaHuI0 OTBET-
CTBEHHOTO 3a o0ecreyeHre 0e30acCHOCTH MEePCOHATbHBIX JAaHHBIX YUPEKJIEHUs, a TaKKe Mepu-
OJIMYECKU TI0 YTBEPKJIECHHOMY IUIaHY U B CiIy4ae YBOJIbHEHHs paOOTHHUKA,

- ADb umeer npaBo B LIENSAX TECTUPOBAHUS YS3BUMOCTH CUCTEMBI JOCTYyIA (BBISIBIICHHE
MPOCTEUIITNX MapoJieil) MPON3BOAUTH MOMBITKU B3JIOMA MapoJiei oJIb30BaTelNel, €Clii MOMbITKa
B3sI0Ma ObuTa ycnemHoi, Ab 00s13an moTpeboBaTh y MOIb30BaATENS U3MEHEHUE TTApOIIsL.

5.2. IIpoBepka padboTOCIIOCOOHOCTH M HACTPOHKA aNNAPATHBIX U IPOrPAMMHBIX
cpeacTs 3ammMThl nHGopmannu (C3N)

ADB 00s13aH niepes1 HauaoM pabdoT BKJIIOUUTH U YOSTUTHCS B pab0TOCTIOCOOHOCTH
anmapatabix C3U, B ciyuae c60st — pabOThI IPEKPATUTb.

B cnyuae c6os C3U, takux, Kak HempaBwibHas WACHTHU(UKAIUs Toib3oBarenei, Ab
00s13aH MPUOCTAHOBUTH 00Pa0OTKY 3alUIaeMoi HH(OPMAIIHH 10 YCTPAHEHHSI HEUCTIPABHOCTH.
B cimydae npon3BoICTBEHHON HEOOXOAMMOCTH — OTKIIIOUNTE C3U 1 TMYHO KOHTPOJIMPOBATh
NpoBeIeHnEe PadOT MOJIB30BATEISIMHU.

5.3. AntuBupycHas 3amuta pecypcos UCII1n

Ab pa3pabarbIBacT U KOHTPOJIMPYET pPeaTn3alnio aHTUBUPYCHON MOJTUTHKH, & UMEHHO:



— HACTpauWBaeT MapaMeTpbl aHTUBUPYCHOM MpOTrpaMMBbl;

— KOHTPOJHMPYET pabOTOCIOCOOHOCTh aHTUBUPYCHOM IIPOrPaMMBlI;

— HEMEIJIEHHO pearupyeT Ha cOOOLIEHHS MOJIb30BaTENEH O MOA03PUTEIBHOM OBEACHUH
[10, a Takxe 0 NOSIBACHHUH JIFOOBIX COOOIIEHNN aHTUBUPYCHON MTPOrpaMMbl M IPUHUMAET
COOTBETCTBYIOILLIUE MEPHI;

— HMEET MPaBo HA NPOBEJCHNE BHEIUIAHOBOM MPOBEPKU HA HAJIMYKE BUPYCOB;

— IepUoANYEcKH (OJMH Pa3 B HENENI0) KOHTPOJIUPYET KOPPEKTHOCTH Mpoliecca
OOHOBJICHMSI aHTUBUPYCHBIX 0a3, a TAK)KE UCHOJHAEMbIX MO/YJIEH aHTUBUPYCHOW MPOTPAMMBI.

5.4. XpaHeHue TUCTPUOYTHBOB NPOrpaMMHoro odecneuyennss C3U

AbB nomkeH XpaHUTh AUCTPUOYTUBBI mporpammHoro obecneuenuss C3U u npuxmagHoro
nporpaMMHoro obecneuenus, ycraHoBieHHoro B UCII/In Yupexaenust B Mecte, HCKIIIOUAOLIEM
JOCTYII IOCTOPOHHUX JIULI.

5.5. IIpoBepka 1EJOCTHOCTH CUCTEMHOr0 M npukjiaagaHoro IO

KonTpomto nenoctaoctu noiexat daiisl [10 UCII/H ¢ paciiupenusimu: *.exe, *.com,
*.dll, *.sys, *.vxd, *.drv u3 karanmoros: Windows, Program Files.

5.6. PesepBHOe KONMMPOBaHME H BOCCTAHOBJIEHHE HH(pOPMaLMU

PesepBHOE KONMMpOBaHWE MPOU3BOJIUTCA PErYJSIPHO C 3aJaHHOM MEPUOAUYHOCTHIO, a
TaKXKe B Cilydae MpPOMU3BOJICTBEHHONM HeoOXxoauMocTH. [Ipm 3TOM HEoOXOAMMO BBINOIHATH
clleytole TpeOoBaHMsL:

— 00s13aTeNbHOE PE3EPBHOE KOMMPOBAHUE MPOU3BOIUTCS B ClIyyae OOHAPYKEHUS
HeucIpaBHocTel B paboTe [I9BM unu otuykaaeMbIx MallIMHHBIX HOcUuTenen (qanee — MH);

— JI0IycKaeTcsi 000CHOBAaHHOE BHEIJIAHOBOE PE3€PBHOE KONMPOBaHHE HH(OPMALIUH KaK
110 MHUIIMATHBE NOJIb30BaTeNs, Tak U Ab, eciiu 3To He HapyIllaeT TEXHOJIOTHI0 00pabOTKH
uHdopMaIuu;

— pe3epBHbIE KONUHU MOJIb30BaTENbCKON MH(pOpMaLuu 1 HH(OpMaIUHU ONEepalluOHHOM
CUCTEMBI XpaHATCA Ha yYTEHHbIX BHEIIHUX MH;

— OTBETCTBEHHBIM JIMIIOM 33 XPAaHEHHE PE3EPBHBIX KONUil sBisercs Ab.

Ilo mepe ycrpaneHnuss HeucnpaBHocteii I[I9BM AB mnpou3BOAUT BOCCTAHOBIIEHUE
uHpOpMAIMK OTPAaHUYEHHOTO JOCTYIIA C PE3EPBHBIX KOMUH.

BoccranoBienune paboTocnocoOHOCTH (MPaBMIIBHOCTH (PYHKIMOHHUPOBAHHUS) U TapaMerT-
POB HACTPOWKHM MPOTrpaMMHOr0 OOECHeuYeHHs] U CPEICTB 3alUThl MHpopMaluu (Ipu HEoOXo-
JMUMOCTH), TPOU3BOAUTCS, B TOM YHUCIIE C UCIOIB30BAHUEM PE3EPBHBIX KOMUH U (MJIN) TUCTPUOY-
THBOB.

Ab paspermiarorcs 1eicTBHsI B 00X0]1 YCTaHOBJICHHBIX NMPOLEAYDP UACHTH()UKAIIMY U ayTEeH-
TuduKanmm, HeoOX0UMBbIC TOJIBKO I BOCCTAHOBIEHUS (DYHKIIMOHUPOBAHMS WH(OPMAIIMOHHON
CHCTEMBI B cilydae cOOeB B paboTe WM BBIXOJAE U3 CTPOS OTAEIbHBIX TEXHHUECKHUX CPEJCTB
(ycTpoiicTB).

5.7. Konpurypuposanue UCII/In

Kondurypanmonnoit enuHuIe sBIAIOTCA YCIyrd, OOOpyAOBaHHE, MPOrPaMMHOE



o0ecrnieueHue, 31aHus, JIOAH, JOKYMEHTHI U TIp.

VYopaBneHne U3MEHEHUSMH  KOHQUIypallud  OCYIIECTBISIET  OTBETCTBEHHBIM  3a
obGecnieueHne Oe3zonacHocTH. [lnaHupoBaHuEe peanu3allMd U HENOCPEJACTBEHHO peanu3anus
HeO0OXO0IMMBIX U3MEHEHUI Bo3naraercs Ha AbB.

B xopne ynpaBneHus KoHQUrypaiueil arTecToBaHHON HHPOPMAIMOHHON CUCTEMBI U €€
cucTeMsbl 3amuThl nHGopmaluu Ab 00s3aH OCYIIECTBIATS:

— mnoanepxxanue koHburypamuu WCII[dH u ee cuctembl 3amuThl WHOOpMAIUU
(ctpykTypsbl cuctemsl 3amuThl nHGpopManuu MCII/IH, cocraBa, MECT YCTaHOBKHM M MapaMeTpOB
Hactpoiiku C3U, mporpamMMHOTO oOecreueHUss U TEXHHUYECKHUX CPEJCTB) B COOTBETCTBHH C
AKCIUTYyaTallMOHHOW JIOKYMEHTAallMeld Ha CHUCTeMY 3alluThl MH(popManuu (moanep:xanue 6a3zoBoit
koH(urypanuu UCII/IH u ee cuctemsl 3aUThl HHOOPMALIUN);

— ympaBiieHHe u3MeHeHusiMu 0a30Boil koH¢urypauuu WCIIJIH u ee cucTembl 3alllUThI
uHpopMalMM, B TOM UYHUCJIE ONpEJCICHHE TUIIOB BO3MOXHBIX HW3MEHEHHH 0a30BOM
koH(urypanuu VCII[IH u ee cucteMbl 3amuThl MHGOPMALIUK, CAHKIMOHHUPOBAHUE BHECEHMS
n3MeHeHnd B 0OazoByr kKoHburypammio HWCII[JH u ee cucteMbl 3amuThl HWHGOPMAIINH,
JOKYMEHTHPOBaHHUE JCUCTBHUI MO BHECEHUIO M3MEeHEeHMI B 6a3oByro koH¢urypamuio UCIIH u
€e CHCTeMbl 3allUThl HMHPOpPMALMK, COXpAaHEHHWE JAHHBIX 00 W3MEHEeHHsIX 0a30BoOM
koHburyparuu UCII/Ix 1 ee cucteMbl 3aUTHl HH)OPMAILIMK, KOHTPOJIb IEHCTBUNA 110 BHECEHU IO
u3MeHeHui B 6a3zoByto koHurypamuto UCII/IH u ee cuctemsl 3auThl HHDOpMAIINHY;

— aHajgu3 TNOTEHLMAJBLHOTO BO3ACUCTBUS IUIAHUPYEMbIX H3MEHEHMH B 0a30BOM
koHburyparun WCII/In um ee cucrembl 3amuThl WHGOpPMALUU Ha OOECIEUEHUE 3aIUTHI
uHbOpMalliid, BO3HUKHOBEHHE [OMOJHUTENBHBIX YIpo3 ©0€30MacHOCTH HWHMOpMaLMK U
paborocniocobnocts MCII/IH;

— ONpeleieHHe TMapaMeTpPOB HACTPOWKH MPOrpaMMHOTO oOecredeHus, BKIIOYas
nporpaMmmHoe oOecnieyenne C3M, coctaBa U KOHPUTYpallMM TEXHUYECKUX CPEACTB U
IPOrpaMMHOTO o0ecrieueHus 10 BHECEHUsl n3MeHeHul B 0a3oByto koHburyparuio UCIIIH u ee
CUCTEMBI 3alIUTHI HH(pOpMAIIHH;

— BHeceHue nHpopmanmu (JaHHBIX) 00 u3MeHeHusx B 6a3oBoii koHpuryparuu UCIT/x u
€€ CHCTEMBI 3alUThl HHGOPMAIIMU B TOKYMEHTAILUIO Ha cucTeMy 3amuTsl nHbpopmanuu UCITH;

— MIPUHATUE PEICHHs MO pe3yibTaTaM yIpaBlieHUs KOH(UTypalueil o MOBTOPHOMU
arrectrauun  HWCII/IlH win mnpoBeNEeHUU JOMOJHUTEIBHBIX AaTTECTALIMOHHBIX HCHBITAHUM.

OO0s3aHHOCTH 110 YIIPABICHUIO U3MEHEHUSMH B allllapaTHOM U MPOTrPAMMHOM
o0ecreuyeHnH M BCEX BJIEMEHTax JOKyMEHTAalluu, KOTOpblE CBA3aHbI ¢ pabOTOM, MOANEPKKON U
CONPOBOKJIEHUEM CHCTEM, HaxOIAlIMXCs B OSKCIulyaTaluu, Bosinaratorcss Ha Ab. Ilpu
BO3HUKHOBEHHHM HeoOxomuMocTu wu3MeHeHus KoHdurypamuu WCII[IH, arrecToBaHHOW 110
TpeboBaHusM Oe3omacHOCTH HHpopManuu, AB coriacoBbiBaeT IUIAHUPYEMble W3MEHEHHS C
MpEANPUATUEM-ITULEH3UATOM, IIPOBOAUBIINM aTTECTALIMOHHBIC UCIIBITAHUS.

5.8. BeiBoa pecypcos UCII/IH u3 3xcniryaTanumn

[Tpu HeBo3MOXKHOCTH peMoHTa pa3nuyHbIX pecypcoB UCIIIu Ab ob6s3an:



- (u3nuecku yHUUTOXaTh Jr00bie MH, He3aBucHMO OT coiepikalieiics Ha HUX uHpopma-
LUU; KapTPUIKU MPUHTEPA, UHbIE KOMIUIEKTYIOLIME MOTYT OBITh MCIOJB30BaHbI 33 MpPEIeIaMU
NCIIH;

- (paxT BRIXO/@ U3 CTPOS M 3aMEHBI 00OPYIOBAHUS JOJDKEH OBITh OTPAKEH B TeXHHUUECKOM
nacriopre Ha UCIT/IH.

5.9. PearupoBaHue Ha cOOM NPH perucTpanuu codbITUil 0e3onacHocTu PearnpoBanue

Ha cOOM MPU PErUucTpaIuu COObITUN 0e30MacHOCTU ocyiecTBisieTcss Ab
MyTeM W3MEHEHMsI TapaMeTpoB cOopa, 3amucd HW XpaHeHHs UWH(OpMaAlUU O COOBITHUSIX
6e3onacHocty B kypHanax C3U or HCJI, B TOM yucie OTKIOYEHHE 3amucu MHGOPMALMHU O
coObITUSIX Oe3omacHOCTH OT 4actu KomnoHeHToB MCIIJIH, 3amuce moBepxX ycTapeBLIUX
XpaHUMBIX 3aMucel COObITHI 0€30MacCHOCTH.

B cnyuae BbIsiBIEHUS TPU3HAKOB MHIMAEHTOB Oe30macHocTH, Ab 00s13aH:

— HEMEIJIEHHO YBEJIOMHUTh PykoBoauTENS O JAHHOM (haKTe;

— 0 BO3MOXHOCTH B MAaKCHUMAJIbHO CKaTble CPOKU YCTAHOBUTH MPUYMHY BOZHUKHOBEHHUS
MHIUICHTA U UCKIIIOUYUTh BO3MOXKHOCTb €r0 MMOBTOPEHUS;

- BOCCTaHOBUTH paboTocnocooHocTs UCIIH;

— 110 OKOHYaHUU paboT 1o BoccTaHOBIIEeHUIO paborocnocodHocty MCIT/IH mpoussectu

3aIIUCh B COOTBETCTBYIOIIUX KypHaJIaX.
6. IEUCTBUSA ITPU OBHAPYKEHUH MOIBITOK
HECAHKIHIMOHHUPOBAHHOI'O JOCTYIIA

6.1. K nonbITkaM HECAaHKIIMOHUPOBAHHOTO JOCTYIIa OTHOCSITCS:

- ceaHnchl pabotsl ¢ UCIIJIH He3aperncTpupOBaHHBIX TOJIb30BaTENICH, MOJIb30BaTENICH,
HapYLIMBIINX YCTAHOBJIEHHYIO IEPUOANYHOCTD TOCTYIA, WJIA CPOK ACHCTBUS MOJTHOMOYH I
KOTOPBIX UCTEK, WU MPEBBIIIAIOLINX CBOU OJHOMOYHS 110 IOCTYNY K JaHHBIM;

— JEWCTBUS TOCTOPOHHETO JIMIA, MBITAIOUIETOCS MOJYYUTh AOCTYIN (WIH YKe
nonyuusiiero aoctyn) k UCIIJIH, npu MConb30BaHUU YUYETHOHM 3alKCH aMHUHHCTpPATOpa WU
npyroro monb3oBatens WCII[AH, wmeromom moabopa mapoiis, WCIOJNB30BAHUS —TApOJIs,
pas3IIIallieHHOTO BJIAJIEbIIEM YUYETHOW 3aMCH UITH JIFOOBIM IPYTUM METOJIOM.

6.2. [Ipu BeIsiBIeHNH (DakTa HECAHKIIMOHUPOBAHHOTO qoctyna Ab o0s3aH:

- Mpeceyb JaJTbHEUIINI HecaHKIMOHUPoBaHHbINM noctyn k MUCII/H;

— JI0JIOUTH OTBETCTBEHHOMY 3a oOecrieueHre 6e30MacHOCTH MEPCOHABHBIX JTaHHBIX
YupexaeHust ciry:keOHOM 3anucKoil 0 (hakTe HECAHKITMOHUPOBAHHOTO JIOCTYTIA, €T0 Pe3yJIbTaTe
(ycrienHbli, HEYCIEUIHbIN) U NPEINPUHATHIX TEHCTBUSX;

— U3BECTHUTh PYKOBOJUTENS CTPYKTYPHOTO TOpa3AeNeHus, B KOTOPOM paboTaeT Mob30-

BaTelb, OT UMEHH YUYETHOW 3aIMCU KOTOPOTO Obljla OCYIIECTBIICHA MOMBITKA HECAHKIIMOHUPOBAH -
HOTO JIOCTYTIA, O (paKTe HECAaHKIIMOHUPOBAHHOTO JOCTYTIA.
7. OTBETCTBEHHOCTbD

7.1. Ab HeceT nepcoHalbHYI0 OTBETCTBEHHOCTb 3a!



- COXPaHHOCTb HOCHUTEJEH MH(POPMALIMU U coAeprKalleiicss Ha HUX HH(pOpMaluu B pabo-
4yee BpeMs;

- HecoOmoaeHne TpeboBaHnii JaHHOW HCTPYKIIMM 1 HEPAaBOMEPHOE UCIIOJIb30BAHHE
pecypcoB UCII/IH;

- cpencTBa 3amuThl “HQopmanuu, npuMensemsle B UCIT/In Yupexnenus;

— KayecTBO MPOBOJMMBIX paboT Mo 0OecrneyeHn o 6€30M1aCHOCTH MEPCOHAIBHBIX JAHHBIX
U 3a BCE JCUCTBUsA, COBEPIIECHHBIE OT UMeHHU yueTHOU 3anncu Ab B UCII/IH, ecin ¢ ero CTOpOHBI
He ObUIO MPEINPUHATO HEOOXOUMBIX ACUCTBUM JUIsl MPEAOTBPAICHHUS] HECAHKIIMOHUPOBAHHOTO
WCIIOJIb30BAHMS YYETHON 3aIIUCH.

7.2. Ab mnpu HapylIeHHMM HOpM, PETyIHPYIOUIMX TMOJydyeHue, oOpabOTKy M 3aluTy
MEePCOHAIBHBIX JaHHBIX CyOBEKTa, HECET NUCIUIUIMHAPHYIO, aIMUHUCTPATUBHYIO, IPaXIaHCKO-
IIPAaBOBYIO U YTOJOBHYK) OTBETCTBEHHOCTh B COOTBETCTBUM C 3aKOHOJATEIbCTBOM Poccuiickoi
®denepanuu.



